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Hello stranger, it’s been awhile (last September!) since  
we published our last newsletter, so we have some 
catching up to do.  

October was an exceptionally busy month, as we held 
our 2nd annual CEMA conference and suffice to say the 
event was a huge success with over 850 in attendance. 
In December, while attending the AOC International 
Convention, I accepted the “2016 Medium Chapter of 
the Year” award on behalf of the APG Susquehanna 
membership.  This was an incredible first for our young 
chapter, against some very stiff competition.  Our Young 
Ravens also hosted a well-attended (and slightly rowdy…) 
Holiday Social at La Tolteca. In January to ring in the 
New Year, we held a membership luncheon and had the 
honor of hosting Mr Kevin Coggins, Direct Report for PM 
Positioning, Navigation and Timing as a guest speaker.  
January also started the planning cycle for CEMA 2017. 
Volunteers are needed so please join in on the fun!  We 
held our annual Scholarship Awards luncheon in March, 
where we recognized 8 talented collegians with individual 
scholarships of $1,250 each.  Our Scholarship committee 
lead, Megan Sage did a fantastic job as usual.  Mr. Gary 
Blohm, Director of I2WD was our guest speaker, and had 
some good words of wisdom to pass on to the students.  

Now that we are all caught up, let’s look forward….  

If you have not already become familiar with the new 
term “Multi-Domain Battle” I recommend you read the 
newly published Army/Marine Corps Multi-Domain Battle 
Combined Arms White Paper. It describes the challenges 
and potential solutions needed to overcome the problems 
of future conflict in the 2025-2040 timeframe.  Building 
on current Service and Joint doctrine, the MDB requires 
flexible and resilient ground formations that project 
combat power into the land, air, maritime, space, and 
cyberspace domains.  It is a continued evolution of the 
combined arms methodology to include not only those 
capabilities of the physical domains, but places even 
greater emphasis on space, cyberspace, and other 
contested areas such as the electromagnetic spectrum, 

the information environment, and the cognitive dimension 
of warfare. Hhmmm….sounds like a job add for Cyber 
Electromagnetic Activity!

Acknowledging that the world is very different now 
with more capable near-peer adversaries who are able 
to contest all physical domains as well as cyberspace, 
we need to recognize that and challenge the CEMA 
community of interest for novel, adaptive and innovative 
capability solutions in EW, Cyber, SIGINT and other 
related technology areas.  This is just the nature of the 
current environment........I feel that CEMA has a significant 
future role in the MDB, so much so that we are making it 
the central theme for this year’s CEMA conference.

CEMA 2017
“The Multi-Domain Battle: A Combined 
Arms Approach to Enabling Maneuver 
through CEMA Operations”

Check out the April issue of JED magazine, or the back of 
the newsletter for more details.

We have a lot of great articles in this quarterly newsletter 
edition.  I hope you enjoy them, and your feedback is 
always welcome! 

Michael Ryan, President  |  AOC Susquehanna Chapter 

“LIFE IS BEING ON THE 
WIRE, EVERYTHING ELSE 
IS JUST WAITING.”



ABERDEEN PROVING GROUND, Md. 
(November 10, 2016) - One of the first steps 
in hiring any great employee is the interview 
process. However, there are times when even the 
best and brightest may be overlooked.

This is a scenario Adam Bogner from the U.S. 
Army Materiel Command’s Communications-
Electronics Research, Development and 
Engineering Center, or CERDEC, has seen 
many times. About four months ago Bogner, 
the Quick Reaction Branch chief for the Signals 
Intelligence/Quick Reaction Capability Division in 
CERDEC’s Intelligence and Information Warfare 
Directorate, or I2WD, was on an interview panel 
and was frustrated by the interviewees.

“We knew the engineers knew the answers, but 
they didn’t articulate it,” he said. “They’d give one 
word answers, didn’t make eye contact, didn’t 
come prepared, and it appeared they weren’t 
ready for the interview.”

Seeing the need to educate employees 
who may want to advance in their 
CERDEC careers, a new pilot class has 
been developed to teach the do’s and 
don’ts of job interviewing.

Wayne Schoonveld discusses interview tips with CERDEC 
employees during a training class at Aberdeen Proving 
Ground, Maryland. A new pilot class is teaching CERDEC 
employees how to properly prepare for a job interview to help 
them land the next job in their careers. (U.S. Army photo by 
Dan Baldwin)

CERDEC employees practiced performing phone interviews 
by sitting back-to-back from each other during a new pilot 
class at Aberdeen Proving Ground, Maryland. Many find a 
phone interview to be one of the more difficult job interview 
scenarios for which to prepare. (U.S. Army photo by Dan 
Baldwin)

New CERDEC class 
gives tips for future 
job interviews
By: Dan Baldwin, CERDEC Public Affairs
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The two-hour ‘How to Survive a Job Interview’ 
class is the product of a joint leadership 
development program between I2WD and the 
CERDEC Space & Terrestrial Communications 
Directorate, or S&TCD. Previous training sessions 
included leadership and innovation classes.

Geared toward GS-5 through GS-13 level 
employees, the pilot interview class focused on 
how to better land a job within the government.

“The government is a little bit nuanced with 
the way that it wants to interview and select 
candidates that may be slightly different than 
what would be considered best commercial 
practice,” said Wayne Schoonveld, class 
instructor and the S&TCD Tactical Systems 
Branch. “We want to help these current 
employees who are trying to promote  
themselves and advance in their careers.”

Many CERDEC employees have been in their 
current positions for several years, or have been 
hired right out of college and may not have ever 
experienced a formal, professional interview.  
 

“They’re a little more forgiving when 
you are applying for an entry level 
job,” Schoonveld said. “When you’re 
looking for a professional job, there is 
a much different set of expectations 
in terms of how you dress, how 
you present yourself, and how you 
articulate yourself. So we want to 
make sure they understand that it’s  
not just walking in and talking about 
what you know.”

The best advice future job seekers should heed? 
Preparing for the interview once they hit the 
submit button on the application.

“Someone will give you a phone call on a 
Thursday and say ‘the panel is convening 
tomorrow, can you make it in at 8:30 for an 
interview?’” Bogner said. “Gives you less than a 
day to gather your thoughts. We’re trying to get 
them to do their homework ahead of time.

Adam Bogner Quick Reaction Branch chief for the 
Signals Intelligence/Quick Reaction Capability Division 
in CERDEC’s I2WD demonstrates how not to dress and 
act during a job interview.  A new pilot class is teaching 
CERDEC employees how to properly prepare for a job 
interview to help them land the next job in their careers. 
(U.S. Army photo by Dan Baldwin)



ABERDEEN PROVING GROUND, Md. 
(December 20, 2016) - Dr. Mahbub Hoque, 
International Programs & Global Technology 
Research chief for the U.S. Army Materiel 
Command’s Communications- Electronics 
Research, Development and Engineering Center, 
or CERDEC, has been named an Institute of 
Electrical and Electronics Engineers, or IEEE, 
Fellow. He is being recognized for leadership in 
developing innovative antennas and advanced 
tactical communication technologies.

Hoque’s work in addressing spectrum management 
and critical electro-magnetic interference issues 
for sustained communication has been directly 
attributable to saving Soldiers’ lives during 
operations over the past decade. His novel 
techniques for developing state-of-the-art, low-
cost beam switching antenna technology will, 
when fully implemented, revolutionize multi-band 
communication systems on the army’s tactical 
vehicles.

The IEEE Grade of Fellow is conferred by the 
IEEE board of directors upon a person with an 
outstanding record of accomplishments in any 
of the IEEE fields of interest. The total number 
selected in any one year cannot exceed one-tenth 
of one- percent of the total voting membership. 
IEEE Fellow is the highest grade of membership 
and is recognized by the technical community 
as a prestigious honor and an important career 
achievement.

In his 30-plus year career, Hoque has provided 
effective leadership in the area of electromagnetic 
spectrum management, antenna design and has 
solved many critical communication issues. As 
division chief and chief scientist in CERDEC from 
2006 to 2016, Hoque led the radio frequency, 
or RF, communication group, providing novel 

solutions for antennas and RF propagation, and 
developing low-signature conformal antenna 
technology solutions for tactical on-the-move 
communications. His novel RF Modeling & 
Simulation approach for predicting RF coverage 
for electronic warfare systems was a major 
contributing factor to efforts that saved many 
Soldiers’ lives in the theater.  

His proposed use of an automated tool for 
spectrum management resulted in substantially 
more efficient use of spectrum in theater. 
Prior to coming to CERDEC, Hoque worked at 
Bellcore as a director, where he received the 
prestigious President’s Recognition Award in 
1996 for developing a novel technique to predict 
interference during the deployment of the 
Asymmetric Digital Subscriber Line, or ADSL, 
system in New York City saving millions of dollars 
for NYNEX.

The IEEE is the world’s leading professional 
association for advancing electronics technology 
for humanity. Through its 400,000 plus members 
in 160 countries, the association is a leading 
authority on a wide variety of areas ranging 
from aerospace systems, computers and 
telecommunications to biomedical engineering, 
electric power and consumer electronics.

Dedicated to the advancement of technology, the 
IEEE publishes 30 percent of the world’s literature 
in the electrical and electronics engineering and 
computer science fields, and has developed 
more than 1,300 active industry standards. The 
association also sponsors or co-sponsors nearly 
1,700 international technical conferences each 
year. If you would like to learn more about IEEE  
or the IEEE Fellow Program, please visit  
www.ieee.org.

Dr. Mahbub Hoque 
named IEEE Fellow
By CERDEC Public Affairs



ABERDEEN PROVING GROUND, Md. (October 11, 
2016) - When something comes around once every  
10 years, you take notice. Well, 13 years to be exact. 
The Army Materiel Command’s Communications-
Electronics Research, Development and Engineering 
Center, or CERDEC, held a ribbon cutting ceremony 
to commemorate their designation as an approved 
Certified Cross Domain Solutions, or CDS, test 
laboratory, here. 

CERDEC’s Space and Terrestrial Communications 
Directorate, or S&TCD, Cyber Security and 
Information Assurance, or CSIA, Division’s CDS test 
lab is the first lab to be certified since the original 
labs were designated by NSA 13 years ago. Prior to 
the certification, there were only three operational 
labs designated to test CDS for the entire DOD.
“We are thrilled to be able to use our capabilities in 
support of the Soldier and expand on our relationship 
with NSA,” said John Willison, director, S&TCD. “This 
ribbon cutting is recognition of the hard work from 
our CDS team, and we appreciate the opportunity to 
use our skills in support of NSA.”

A Cross Domain Solution is a controlled interface 
that provides the ability to access or transfer 
information between two or more different security 
classification domains. A CDS can block or filter data 
similar to a firewall.

Phil Payne, an S&TCD computer engineer and CDS 
lab team lead, spoke of CERDEC’s excitement during 
the opening remarks saying, “CERDEC is pleased 
to be the first lab in over 10 years to be certified by 
(Unified Cross Domain Services Management Office) 
UCDSMO to perform lab-based security assessments 
of cross domain solutions.” 

On June 24, the UCDSMO, signed a memorandum 
concurring with the NSA’s recommendation that CSIA 

met all requirements to perform CDS Lab-Based 
Security Assessments, or LBSA. The LBSA focuses 
on assuring the robustness of designed, architected, 
and configured CDS security capabilities, as well as 
correct implementation and compliance with National 
Institute of Standards and Technology Special 
Publication 800-53 controls, as outlined in the CDS 
Overlay. 

Certification of the CERDEC CDS laboratory is valid 
for three years from May 16, 2016, to May 15, 2019.
Dr. Maurice M. McKinney, director, UCDSMO, 
requested the ribbon cutting to acknowledge 
CERDEC’s recent approval as a CDS Testing Lab. 
Attendees from Army, Navy, NSA and UCDSMO were 
also invited to participate in the certification and first 
CDS LBSA at CERDEC S&TCD CSIA.

McKinney emphasized CERDEC’s new function 
supporting the UCDSMO. “This monumental 
achievement allows DOD to increase the capacity to 
test cross domain solutions,” McKinney said. “As soon 
as this lab opened, we had customers knocking at the 
door, and we look forward to growing this relationship 
with CERDEC.”

Donald Heckman, deputy chief, NSA Information 
Assurance Capabilities, emphasized the importance 
of CERDEC’s new lab and how critical it is for U.S 
security, saying “CDS labs have a critical role, and we 
look forward to a long relationship.” 

CERDEC S&TCD is leveraging its S&T investment, 
subject matter experts and facilities to enable 
the Army’s cyber community with knowledge of 
what’s making the network more expeditionary and 
addressing both radio frequency and cyber threats 
– and how events like CERDEC’s Cyber Blitz work 
toward innovative outcomes for the Soldier.

Army test lab certification is first in 
decade; Honored with ribbon cutting
By Kelly White – CERDEC Public Affairs 



ABERDEEN PROVING GROUND, Md. (October
27, 2016) - A U.S. Army cyber subject-matter 
expert
received a Cyber Operations award
from the Association of Old Crows, or AOC,
professional organization here Oct. 19.

The Jeffrey B. Jones Cyber Operations Award
recognized Charles Kendzierski, a lead computer
scientist and offensive cyber team lead at the
U.S. Army Materiel Command’s Communications-
Electronics Research, Development and
Engineering Center, or CERDEC, for his
committed career to cyber and electronic
warfare.

Kendzierski’s work in cyber began in 1987 when
the National Security Agency hired him as a
computer scientist. After 18 years with the NSA,
he led requirements collection, analysis and Joint
Requirements Oversight Council validation of
Defense Department cyber situational awareness
gaps, requirements and capability needs on
behalf of the U.S. Cyber Command.

He served as the Cyber Command’s lead for
co-development of the Joint Cyber Situational
Awareness Initial Capabilities Document with
U.S. Strategic Command and was one of two

deputy directors under OSD AT&L’s Joint Cyber
Situational Awareness Evaluation of Alternatives.

While working for the NSA and U.S. Cyber
Command, Kendzierski served as an enlisted
Airman and a Cyber and Intelligence officer in
the U.S. Air Force and Air National Guard.

In 2014, Kendzierski arrived at I2WD and  
hassince overseen several offensive cyber 
technologydevelopment initiatives and the 
successful transition of cyber capabilities for 
operational use.

Kendzierski credited the successes of his 
current team to the diversity of thinking 
and experiences with both new and 
seasoned engineers bringing different 
views of analysis, visualization and 
problem solving to the workplace.

Charles Kendzierski, a lead computer 
scientist and offensive cyber team lead, 
received the Jeffrey B. Jones Cyber 
Operations award from the Association 
of Old Crows as an Oct. 19 ceremony 
at APG, Md. The award recognizes a 
U.S. or international military, civilian 
or industry official for outstanding and 
lifelong dedicated service to promoting 
and advancing the cyberspace operations. 
(U.S. Army photo by Bill Schofield)

Army civilian receives lifetime achievement 
award for cyber contributions
By: Kristen Kushiyama, CERDEC Public Affairs



ABERDEEN PROVING GROUND, Md. (November 18, 2016) 
- The Army is moving closer to fielding its first mounted Anti-
Jam Antenna System, or AJAS, designed to protect GPS 
from adversarial interference.

To support this effort, the U.S. Army Materiel Command’s 
Communications Electronics Research, Development and 
Engineering Center, or CERDEC, conducts virtual, lab and 
live antenna testing on behalf of Direct Reporting Program 
Manager Position, Navigation and Timing, or PNT. PM PNT 
will use the results to help inform the development of the 
antenna’s specifications for procurement.

“We are leveraging our years of expertise to ensure the 
Army’s PNT capabilities are adequately protected from 
commercially available jammers,” said Paul Olson, chief 
engineer for CERDEC’s Command, Power and Integration 
Directorate’s Positioning, Navigation and Timing Division, or 
CP&I PNTD.

“The Army developed the Assured PNT initiative to provide 
Soldiers with accurate and trusted time and position 
information throughout their missions, even if GPS is 
degraded or denied; therefore, protecting the satellite signal 
is key for Soldier situational awareness,” Olson said.

GPS is susceptible to jamming because the signal travels 
12,000 miles from the satellite to Earth causing weak signal 
power susceptible to interference by unfriendly sources. 

“Jamming occurs when the signals from the GPS satellites 
are overpowered by ‘noise,’ and as a result, the receiver 
cannot acquire those signals or calculate its position,” said 
Patrick Pitoscia, lead engineer for anti-jam antennas under 
CP&I PNTD. “Envision being in a crowd of people whose 
voices are so loud that you can’t even hear yourself speak; 
the crowd in this case is the jammer.” 

Anti-jam antennas, which are comprised of an array of 
antenna elements inside a radome enclosure, actively cancel 
out the interference or noise created by the jammer. 

“If we go back to the crowd analogy and envision noise 
coming at your left ear, your response would be to cover 

Mohamed Khalil, CERDEC S&TCD, installs 
an anti-jam antenna onto a Stryker vehicle 
inside CERDEC’s Anechoic Chamber. The 
chamber absorbs sound and electromagnetic 
waves and is used to test a variety of 
frequencies for large and mobile vehicle-
mounted projects. (U.S. Army Photo Lindsey 
Rash, CERDEC CP&ID)

Kamal Raychaudhuri, CERDEC S&TCD, 
evaluates the GPS reception strength and 
anti-jam antenna capabilities inside the 
Anechoic Chamber’s control room (U.S.  
Army Photo Lindsey Rash, CERDEC CP&ID)

Anti-Jam antennas deliver 
a counter-punch to GPS 
jamming actions 
By: Kathryn Bailey, CERDEC CP&ID

continued on next page >>



that ear and use your right ear to hear the other 
person’s voice,” Pitoscia said. “This act produces 
a null in the direction of a noise source, at which 
point the null cancels out the noise and allows the 
good signals to come in.”

CERDEC’s Space and Terrestrial Communications 
Directorate’s, or S&TCD’s, Radio Frequency 
Modeling & Simulation, or M&S, team uses 
electromagnetic M&S to determine antenna 
placement.

“Due to time and budgetary restrictions, engineers 
can only test a limited number of vehicles,” said 
George Palafox, CERDEC S&TCD RF M&S branch 
chief. “We can model and run the simulations 
expeditiously to predict how these antennas will 
operate when they are mounted on vehicles, which 
allows us to determine where it makes the most 
sense to place the antennas while saving on testing 
costs.” 

CERDEC is also testing anti-jam antennas using its 
Anechoic Chamber, which is filled with thousands 
of carbon-filled cones that absorb sound and 
wavelengths emitting from the antennas. Engineers 
calculated and placed several antenna masts to 
replicate a true GPS constellation – the collective 
group of satellites that enable GPS. The center of 
the constellation features a receiver and tripod-
mounted anti-jam antenna.

“We turned on the constellation to see if the 
receiver could acquire GPS to give us position 
location in a friendly environment,” said Mohamed 
Khalil, CERDEC S&TCD Antenna Research and 
Analysis Branch team lead. “Once we proved the 
signal worked, we sent out interference to jam 
the signal, which allowed us to determine if the 
technology inside the anti-jam antenna could null 
out the jamming signal and only receive the GPS 
satellite signal.” 

The follow-on test featured a Stryker vehicle inside 
the chamber allowing engineers to attach and 
systematically test each antenna’s performance 
following a jamming act. 

CERDEC engineers collaborated with the Navy and 
Air Force to learn more about their existing anti-
jam capabilities; however, the knowledge gleaned 
from these partnerships could only partially inform 
the Army’s anti-jam antenna requirements. 

“Integrating anti-jam antennas onto vehicles versus 
ships or airplanes provides unique challenges,” 
Khalil said. “First, we have a much smaller surface 
area to work with. Second, we must contend 

with the electronic interference emitted by 
communications antennas – either from the same 
vehicle or vehicles in the vicinity.”

CERDEC will introduce a multiple vehicle scenario 
next year during live testing in an operational 
environment and will intentionally jam the GPS 
signal to test the signal’s integrity as it competes 
with multiple communications systems and other 
operational environment obstructions. 

Future anti-jam antennas will extend the capability 
from mounted platforms to the dismounted Soldier. 
CERDEC and the Army Research Lab are working 
together to explore smaller, more flexible antennas 
that could be sewn into Soldier’s uniforms and still 
meet critical size, weight, and power requirements.

“Our organization is committed to bringing 
Assured PNT to Soldiers for improved situational 
awareness,” Olson said. “Our comprehensive anti-
jam antenna evaluations will result in an effective 
capability against those whose goal is interfere with 
the mission-critical GPS signal.” 

Patrick Pitoscia, CERDEC PNT&D, assembles a 
federated (non-integrated) anti-jam antenna to prepare 
for future testing. CERDEC engineers are evaluating 
data derived from live and simulated anti-jam antenna 
tests to assist the Army with its first anti-jam antenna 
capability procurement. (U.S. Army Photo Kathryn 
Bailey, CERDEC CP&ID)



On March 23th, the APG-Susquehanna Chapter 
announced and presented 8 winners a $1,250 
scholarship prize and certificate of achievement in 
science & technology at the APG-Susquehanna 2017 
Scholarship & Distinguished Speaker Luncheon at 
Aberdeen Proving Ground, MD.  AOC National also 
awards the each student a 1-year membership for 
academic achievement. The eligibility requirements 
are that students must be undergraduate degree-
seeking in the areas of engineering or computer 
sciences and be able to articulate a career interest 
related to the AOC professional mission in the fields 
of military communications, electronic warfare, 
electromagnetic spectrum management operations, 
cyber electromagnetic activities, and/or information 
operations.

The Chapter Scholarship Committee evaluates the 
students’ applications that include an essay, curriculum 
vitae, letter of recommendation, and application. 
Criteria for awards are based on academic area of study, 
academic letter of recommendation, extra-curricular 
activities, grade-point average, and future career and 
academic goals as related to the mission of AOC. Three 
schools participated in the scholarship program, Towson 
University, University of Delaware, and University of 
Maryland Baltimore County. The Chapter congratulates 
the following students on their scholarship and 
academic achievement:  

Towson University
Sabina Aguon, Junior, Computer Science,  
Security Track & Mathematics 
Justine Caylor, Senior, Computer Information Systems
David Smith, Senior, Computer Science, Software 
Engineering Track

University of Delaware 
Jingcheng Lu, Junior, Electrical Engineering with 
Mathematics minor

University of Maryland, Baltimore County
Dakota Abernathy, Junior, Computer Engineering  
with Mathematics minor
Jessica Boesch, Sophomore, Mechanical Engineering 
with Computer Science minor
Meera Patel, Sophomore, Computer Engineering/
Communications Track 
Achuachua Tesoh-Snowsel, Junior, Computer Science/
Information Systems

The Chapter also extends thanks and appreciation to 
Robert Hammell, Ph.D. Associate Professor Department 
of Computer and Information Sciences at Towson 
University; Debbie Nelson, Academic Advisor, Electrical 
& Computer Engineering Undergraduate Program at 
University of Delaware; and Catherine M. Bielawski, 
Director Undergraduate Student Services College of 
Engineering and Information Technology University of 
Maryland, Baltimore County who facilitate and support 
the students’ applications.

2017 APG-Susquehanna Chapter 
Annual Scholarship Award
By Dr. Megan C. Sage, Scholarship Chair

Three of eight 2017 APG-Susquehanna 
attended the March 23rd Scholarship & 
Distinguished Speaker Luncheon. 

Left of right: Megan Sage, Justine Caylor, 
Achuachua Tesoh-Snowsel, Sabina Aguon, 
and Michael Ryan

continued on next page >>



As of March 2017 there are 226 AOC members affiliated with the APG- 
Susquehanna Chapter. From January 2016 to December 2016, the average  
number of AOC members affiliated with the APG-Susquehanna Chapter is 191. 

MEMBERSHIP REPORT

Membership Renewal & Benefits: AOC National sends membership renewal information yearly.  
Membership renewal can be easily done online:  http://www.crows.org/membership/individual- membership.
html  or contact Megan C. Sage, Membership Chair, at apgcrows@gmail.com. 

Please considering helping our Chapter grow by sharing AOC membership information with your  
colleagues in electronic warfare, information operations, and related disciplines.   
 
Help our Chapter grow by sharing AOC membership information with your colleagues.  
Membership dues are $45.00 annually and include: 
 •    Professional education seminars and training available on www.crows.org and technical webinars    

through the AOC LinkedIn Group https://www.linkedin.com/company/association-of-old-crows 
•   Subscription to the monthly Journal of Electronic Defense
•   Local, national and international symposia
•   Support to the AOC educational foundation
•   Special AOC awards for achievement
•   Representation to the Congressional DoD Industrial Team
•   Job opportunities listed in EW & related areas
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WASHINGTON, D.C. (December 02, 2016) - The Army 
recently invented a device that could one day replace 
the current Common Access Card or CAC, according 
to engineers from the Communications-Electronics 
Research, Development and Engineering Center, or 
CERDEC, who are developing it.

But the device, which might take the form of a card or 
something else such as a dog tag, could do much more 
than provide access and authentication for getting 
inside buildings, installations, computers, and securely 
store data. It could possibly help save lives as well, 
said Bill Toth.

The card was so unique that U.S. Patent number 
9,177,133B1 was granted for it on Nov. 3, 2015, said 
Toth, Secure Voice technical lead for the CERDEC 
Space and Terrestrial Directorate, Cyber Security 
and Information Assurance Division, Cryptographic 
Modernization Branch at Aberdeen Proving Ground, 
Maryland.

WHAT IT DOES
Toth, who is an electronics engineer, said the card may 
be used to act as a “security token” to access various 
levels of sensitive and non-sensitive information.” That 
means that the information contained in the card can 
be shared with other Soldiers, Army contractors, and 
civilians who have been granted access to its contents.

The beauty of this is that the information contained 
in the card can be compartmentalized in a “need-to-
know” manner, he said. For instance, a medic could 
access medical data, but a contractor might not for 
privacy concerns, depending on who the Army deems 
has a “need to know.” Access is controlled by the 
credentials presented by the person attempting to 
write to or retrieve data from within the card.

In this particular example, having instant access to a 
Soldier’s medical data might make the difference in 
saving his or her life, Toth added. So this does much 
more than a CAC card.

We were told years ago that injured Soldiers on the 
battlefield received morphine and the medic would, 
literally, put a Post-it® note on them saying this person 
was administered morphine at such and such a time, 

Smart card might save lives, make 
CAC cards obsolete, say engineers 
By: David Vergun, Army News Service

The Army recently invented a device that could one day 
replace the current Common Access Card, according 
to the engineers from Communications-Electronics 
Research, Development and Engineering Center who 
developed it. (Photo illustration by Peggy Frierson)

continued on next page >>



Toth said. If the note fell off, another medic might 
come by and give another shot of morphine, and the 
Soldier would overdose. The new smart card would do 
away with such antiquated procedures.

Another application might apply to a forward observer 
who has acquired a large amount of intelligence 
data about the enemy, but cannot transmit it back 
to friendly forces because he or she doesn’t want to 
compromise their position by providing adversaries 
with the radio-frequency signature, Toth said.

In that case, the information could be downloaded to 
the smart card, where it would be stored securely via 
encryption, he said. Even if the card is lost, the data 
remains protected within the card since it’s encrypted. 
That’s very important, Toth pointed out.

Another asset of the card is that it can be used for 
control of access to networks or physical locations, 
he said. For an example of the latter, a commander 
could determine who is allowed access within his or 
her sector based on the information on the card, and 
he can also allow specific individuals to go from point 
A to point B. This would provide enhanced security for 
the force.

HOW IT WORKS
The card can function as a “secure container of 
encrypted keys and secure data, or as a short-
range communications device with the capability to 
communicate securely with a computer, a personal 
electronic device, or a network in a wireless capacity 
via Bluetooth or Near-Field Communications 
technology to pass credentials or data,” Toth said. 

Furthermore, the card “can restrict access to sensitive 
containerized information by way of password 
protection or biometric recognition and is planned 
to be powered by various methods including solar 
energy,” he said. The card will use solar energy to 
charge its internal battery when an external power 
source is not available for charging. 

“A secure token that the card affords, allows you 
to do multifactor authentication,” he said. The 
authentication method may include voice recognition, 
fingerprint scanning, or other biometric recognition. 
Some laptops and smartphones have fingerprint 
scanners, but nothing on that scale,” he elaborated.

Since they are Field Programmable Gate Array 
(FPGA) based, the cards can be tailored for specific 
applications. Additional memory will be included 
within the card providing the capability to securely 
store large amounts of data. 

TIMELINE
A prototype of the card is now in development, Toth 
said. The target is to have a working prototype by 
the spring of 2017. The final design is up to the Army. 
Besides a card or dog tag, it might even be woven into 
the fabric of a uniform.

According to Toth, once the prototype comes out, 
user testing would follow. For instance, a proof of 
concept to replace existing CACs with the invention 
for use with laptops or other devices may be 
performed. The prototype is targeted to provide multi-
factor authentication via a Personal Identification 
Number (PIN) and fingerprints, which may be used to 
define role- based access control of applications and 
files. 

The card can potentially be used Government-wide 
for both civilians as well as members of the military, he 
said.

Civilian entities that would find this particularly useful 
include law enforcement, the medical community, 
manufacturing, the financial industry, or any other 
entity needing access control or the ability to store 
and retrieve data securely, he noted.

For instance, in the medical field medical data could 
be entered on the card so that a person going into 
surgery has information such as which part of the body 
needs to be operated on, medication requirements, 
allergies, and so forth. In the past, mistakes have been 
made by bad handwriting or miscommunications. This 
would make the procedure much less prone to error, 
Toth said.

CREDITS
The inventors listed on the Multi-Function Smart 
Communication Card patent are, in order: Bill Toth, 
Stanley Fong, Todd Lutton, Uday Shenvi, Ghanshyam 
Dave, and Matthew Lazzaro.

GUTS OF THE DEVICE
The patent, diagrams several key  
components of the device, including:
• chip
• power component
• user image
• user data
• fingerprint scanner
• display
• biometric data sensor
• speech-recognition component
• voice obtainment component
• several access components
• identification component
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ABERDEEN PROVING GROUND, Md. – In less than a 
decade, Army connectivity of enterprise and tactical 
systems and devices has increased exponentially, 
thus necessitating the Army’s research, development 
and engineering community to protect connected 
networks and devices so Soldiers can complete their 
missions.

The U.S. Army Materiel Command’s Communications-
Electronics Research, Development and Engineering 
Center, or CERDEC, provides the Army with 
expertise in cyber and electromagnetic activities, 
or CEMA. This expertise in defensive and offensive 
cyber operations and the DOD Information Network, 
or DODIN, enables state-of-the-art cyber defense 
and cyber resilience for tactical networks down to 
the tactical edge by ensuring the trustworthiness of 
networks and systems.

“CERDEC’s three goals are to ensure Soldiers are 
able to Command the Operation, Dominate the 
Electromagnetic Spectrum, and can Enable and 
Create Decisive Effects,” said CERDEC Director 
Henry Muller. “In CEMA, we apply these goals by 
providing Soldiers with agile operations and dynamic 
systems and architectures that increase their 
awareness and understanding of a situation, and 
allow them to make informed decisions based on the 
information they have.”

CERDEC develops and transitions CEMA and cyber 
defense situational understanding capabilities that 
better enable Corps-and-below staff to detect, 
react, and respond while the adversary attempts to 
destroy, disrupt, degrade, deny, deceive, or exploit 
information technology assets that support the 
Mission Command System.

CERDEC is developing the REprogrammable Single 
Chip Universal Encryptor, or RESCUE, which will 
be a common chip that will provide cryptographic 
services to a wide variety of communications 
devices such as radios, satellites and computers 
as well as unmanned air and ground systems that 
use or transmit encrypted information. (U.S. Army 
CERDEC graphic)

The cyber environment 
grows and changes rapidly. 
The Army’s requirements, 
acquisition, and research 
and development cyber 
community collaborate 
consistently to keep pace with 
new and evolving threats. 
(U.S. Army graphic)

The Army is analyzing cyberspace 
requirements and outlining potential technical 
investments based on its Cyber Materiel 
Development Strategy, released in February 
2015. (U.S. Army graphic)

The Army is analyzing cyberspace requirements 
and outlining potential technical investments 
based on its Cyber Materiel Development 
Strategy, released in February 2015. 



Strategic partnerships across the Defense Department, 
other government agencies, industry and academia 
enable CERDEC to work from a big-picture view of the 
Army’s cyber challenges all the way down to specific 
systems and devices.

One aspect of cyber defense for mission success 
includes ensuring devices can send and receive 
encrypted information.

REPROGRAMMABLE SYSTEM ON CHIP  
UNIVERSAL ENCRYPTOR

CERDEC’s REprogrammable System on Chip 
Universal Encryptor, or RESCUE, is a National Security 
Administration-certified common cryptographic core. 
RESCUE provides a framework that can be used or 
embedded in communications devices such as radios, 
satellites and computers as well as unmanned air 
and ground systems that use or transmit encrypted 
information.

“The RESCUE capability affords all government 
agencies or services that require encryption 
capabilities for modernization or development of new 
systems the ability to have a reusable, flexible, highly 
configurable and government owned solution for 
national security systems,” said Alpesh Patel, S&TCD 
CSIA Tactical Networks Protection Branch acting chief. 
“RESCUE will provide better life cycle management of 
fielded systems.”

CERDEC, in collaboration with Program Executive 
Office Command, Control, Communications-Tactical, is 
modernizing the Army’s Simple Key Loader, or SKL, by 
embedding the RESCUE capability.

SKL is a hand-held device used to receive, store and 
transmit data securely and has been part of the Army’s 
inventory since 2005.

“The significance of this embedment of RESCUE into 
updating the SKL provides an example of how the 
Army is addressing legacy systems obsolescence, 
future proofing against new cyber threats, and having 
a reprogrammable fill device that is key management 
infrastructure aware, product delivery enclave 
enabled, and is advance cryptographic capability 

compliant,” said Garry Moore, assistant product 
manager for the Tier 3 Fill Device under PEO C3T’s 
Project Lead Network Enablers.

Cryptographic engine cores like RESCUE securely 
process sender authentication, confidentiality, integrity 
and non-repudiation of messages through the use of 
Public Key Infrastructure, or PKI, certificates.

“The authentication proves you are who you say 
you are. Non-repudiation is when you digitally sign 
a document, we can prove you signed it, and data 
integrity ensures it hasn’t been modified in transit or 
tampered with. Confidentiality creates an encrypted 
session between the user and the browser,” said Bob 
Fedorchak, CERDEC Space and Terrestrial Directorate 
tactical public key infrastructure technical lead.

While systems can use RESCUE to process digital 
information, monitoring the PKI certificates used for 
authentication of these devices and web services is 
another added layer to the Army’s cyber challenge.
To address the monitoring of device and system 
certificates, CERDEC developed PKI for the Tactical 
Environment, or PKITE, which is a certificate and audit 
service tool that automatically monitors the expiration 
date of device and service certificates on the network 
and organizes that data into a dashboard.

“Monitoring device certificates is important is because 
if a certificate expires, the webserver or the device 
that is using it will fail. You can no longer access the 
server or the function that is using the PKI piece,” 
Fedorchak said.

PKITE alerts the Soldier monitoring certificates that 
the certificate will expire in a prescribed number of 
days, so he or she has enough time to obtain new 
certificates to prevent a system or device failure.

COMPLEX CYBER MISSION,  
RAPIDLY CHANGING ENVIRONMENT
 
CERDEC’s strategy to address the complex cyber 
mission also includes adapting to a rapidly changing 
cyber environment to ensure Soldiers can meet and 
overmatch regional peers in CEMA situations.

Soldiers from the 25th Infantry Division out of 
Hawaii participated in the U.S. Army’s Cyber Blitz 
April 2016 at Joint Base McGuire-Dix-Lakehurst, 
N.J. Cyber Blitz provides the Army a venue to 
observe and assess cyber and electromagnetic 
activity-related interactions in a Tactical Command 
Post. (U.S. Army CERDEC photo by Kristen 
Kushiyama)



In less than a decade, the boundaries between traditional 
cyber threats, such as someone hacking a laptop through 
the Internet, and traditional electronic warfare threats, 
such as radio-controlled improvised explosive devices 
that use the electromagnetic spectrum, have blurred. 
This presents new challenges and opportunities for 
deployed tactical assets and networks, according to 
Giorgio Bertoli, CERDEC I2WD acting chief scientist and 
senior scientific technology manager of offensive cyber 
technologies.

This convergence of systems led CERDEC not to solely 
focus its science and technology efforts on researching 
solutions to address specific cyber and EW threats but 
to develop an architecture onto which scientists and 
engineers can rapidly develop and integrate new, more 
capable solutions.

“Currently, within cyber and EW disciplines there are 
different supporting force structures and users equipped 
with disparate tools, capabilities and frameworks,” 
said Paul Robb Jr., chief of CERDEC Intelligence and 
Information Warfare Directorate’s Cyber Technology 
Branch.

Historically, this construct has prevented the Army 
from being as agile as the current hybrid threat, which 
seamlessly moves across wired and wireless networks, 
said Mark Farwell, Cyber Intelligence, Surveillance and 
Reconnaissance Team lead with CERDEC I2WD’s Cyber 
Technology Branch.

INTEGRATED CYBER AND ELECTRONIC 
WARFARE

CERDEC I2WD’s Integrated Cyber and Electronic 
Warfare, or ICE, program continues to define next-
generation protocols and system architectures to help 
develop technology capabilities to combat CEMA threats 
in an integrated and expedited fashion.

“The threat necessitated that we establish an 
interoperability specification to assist in sharing CEMA 
capability awareness and coordination between these 
currently disparate cyber, EW and SIGINT management 
frameworks. By doing so, we have taken the first steps in 
realizing the concepts being adopted by the CEMA cell; 
significantly easing the coordination and synchronization 
burden on mission operators,” Farwell said.

CERDEC I2WD’s current effort takes this concept one 
step further.

“ICE focused on assisting the operators in coordinate 
effects. The Army Techniques and Tactical Architecture 
for Converged CEMA, or ATTACC, aims to fulfill the 
desire for cyber support at the Corp and below,” 
Farwell said. “With ATTACC we outline the technical 

requirements at both the platform and network level to 
actually support and be able to conduct cyber operations 
at the tactical edge. Such a solution also needs to be 
extensible, to be applicable to legacy platforms and 
future open architecture concepts.”
Streamlining capability efforts supports the development 
of CEMA tools, systems and networks for the Soldier; 
however, it does not account for the management of the 
data the Soldier now has access to in the field.

“During the past year, the Army has emphasized Cyber 
and CEMA situational understanding rather than only 
situational awareness,” Muller said. “We used to look at 
‘what do we know;’ now, it’s ‘now that we know, how will 
the mission be effected and what are we going to do 
about it?’”

To account for the increasing amount of data available 
to the Soldier, CERDEC is working on a strategy and 
development effort for situational understanding 
capabilities.

The CEMA Situational Awareness Tactical Analytic 
Framework, or C-STAF, looks to better enable the 
Soldier to detect, react, and respond despite attempts 
to destroy, disrupt, degrade, deny, deceive, or exploit 
information technology assets that support the Mission 
Command System.  C-STAF brings together data types 
across complex technology domains to answer situational 
understanding questions for the commander’s staff.

“We are putting more and more sensors on the 
networks, and the more sensors on the network the 
more information that can be created. More information 
creates a situational awareness picture, but too much 
information at some point is going to be a detriment 
to the Warfighter,” said Jonathan Santos, S&TCD 
Information Security Branch chief.

The C-STAF initiative looks to identify essential data 
and develop analytics, analytics architecture, views, 
and modeling and simulation capabilities for the 
expeditionary Army’s physically-constrained operational 
environment.

“The Warfighter’s job is so hard to start with when 
it comes to having just to survive and be away from 
home and the stresses we don’t have here. Now you’re 
asking them to take a very technically complex network 
architecture and sets of diverse radios and systems and 
try to protect and operate it,” Santos said.

To show just how complex and important network 
architecture is to the Soldier, consider the impact an 
attack or a network or device error may have on a 
mission. Army scientists and engineers must ensure 
infrastructure resiliency so Soldiers can complete 
missions even if an adversary infiltrates the network.



CYBER BLITZ

CERDEC’s Cyber Blitz initiative is a series of Army 
events that look at staff processes and operations 
concepts to inform research and development. 
Additionally, Cyber Blitz focuses on future 
acquisition and materiel development for cyber and 
electronic warfare initiatives.

“Cyber is a relatively new or emerging area,” said 
John Willison, CERDEC Space and Terrestrial 
Communications Directorate director. “To have 
confidence in the S&T investments we are making 
requires exercises like Cyber Blitz where we throw 
different problems, scenarios and challenges at users 
and watch them react. What data would they like to 
have to make a decisions? What data would they like 
to share with other people to inform decisions?”

CERDEC hosted Soldiers from the 25th Infantry 
Division from Hawaii and the 7th Signal Command 
Cyber Protection Brigade from Fort Gordon, 
Georgia for two weeks in May for civilian scientists 
and engineers to gain a better understanding of how 
Soldiers have to operate in a tactical environment.

Cyber Blitz events will help inform future Army 
requirements and doctrine regarding how a tactical 
operations center can better support the forward 

brigade through the use of CEMA situational 
awareness and understanding.

Additionally, Cyber Blitz will help CERDEC better 
identify the types of technologies, systems and 
integration capabilities Soldiers need and will 
actually use.

“One of the primary reasons we did Cyber Blitz was 
to inform the science and technology investments 
we are making in C-STAF,” Willison said.

As cyber is a new and large domain, inventing new 
ways to address specific problems does not serve 
the Army or the Soldier well when it comes to 
providing systems and tools that can protect and 
monitor the network. Rather, CERDEC leverages 
existing strengths and partnerships to get usable 
tools to the right Soldiers.

“CEMA domain advancements are often not due 
to novel technologies, but rather new applications 
of existing technologies. At CERDEC, we look to 
leverage the best of breed technology as part of an 
integrated capability set and anticipate and mitigate 
known operational gaps and challenges through 
novel applications of technologies,” Muller said.

Soldiers from the 25th Infantry Division out of Hawaii and 
from TRADOC Centers of Excellence participated in the 
U.S. Army’s Cyber Blitz April 2016 at Joint Base McGuire-
Dix-Lakehurst, N.J. Cyber Blitz provides the Army a venue 
to observe and assess cyber and electromagnetic activity-
related interactions in a Tactical Command Post.  
(U.S. Army CERDEC photo by Kristen Kushiyama)

The CERDEC Integrated Cyber and Electronic Warfare, or ICE, 
program looks to leverage both cyber and Electronic Warfare 
capabilities as an integrated system to increase the commander’s 
situational awareness. CERDEC is focusing its science and 
technology efforts on researching solutions to address specific 
cyber and Electronic Warfare threats and developing the 
architecture onto which scientists and engineers can rapidly 
develop and integrate new more capable solutions.  
(Photo by U.S. Army CERDEC)



The CERDEC Flight Activity’s unique skillset 
and expertise are regularly leveraged to develop 
quick-reaction capabilities on Army aircraft and 
to provide unique post-production modifications 
for most of the Army’s UH-60 and HH-60 Black 
Hawk fleet. 

Joint Base McGuire-Dix-Lakehurst, N.J. 
(February 28, 2017) - The U.S. Army celebrated 
a ribbon cutting for a new research and 
development aircraft hangar at Joint Base 
McGuire-Dix-Lakehurst, N.J. Feb. 10.

The U.S. Army’s Communications-Electronics 
Research, Development and Engineering Center, 
or CERDEC, moved its Flight Activity, the CFA, 
from a 74-year-old WWII hangar into a modern 
facility.

Elected officials, appointees, former employees 
and senior leaders from across Joint Base 
McGuire-Dix-Lakehurst and the Army Science 
and Technology community were on hand to 
celebrate the ribbon cutting.

“We must analyze capability gaps and implement 
solutions faster than our adversaries. This 
multimillion dollar facility is an Army strategic 

investment that will significantly enhance 
CERDEC’s ability to continue key cross-
domain aviation research and experimentation 
in areas that are so essential to the nation’s 
defense: intelligence, cyber, electronic warfare, 
communications and mission command,” said 
CERDEC Director Henry J. Muller. 

Managed by the CERDEC Intelligence and 
Information Warfare Directorate, or I2WD, 
the CFA provides a unique aviation platform 
sensor development and integration capability 
to government agencies, academic institutions 
or industry partners with valid Department 
of Defense missions, according to Charles V. 
Maraldo, CFA director. 

This includes end-to-end aviation support for 
emerging airborne electronics systems, quick-
reaction capabilities to units, post-production 
aircraft modifications, and support to programs 
of record, he explained.

“We support programs of record from early in 
the product life cycle – by maturing potential 
new technology – all the way to the Sustainment 
phase by evaluating and integrating sustainment 
or pre-planned product improvement upgrades. 

Army poised to explore, advance cross-domain 
capabilities with state-of-the-art hangar
By Edric Thompson, U.S. Army CERDEC Public Affairs

(Left to right) Col. David Caldwell, 
Commander of the New York District, 
U.S. Army Corps of Engineers, U.S.; 
Representative Tom MacArthur of 
the 3rd Congressional District, N.J.; 
CERDEC Director Henry J. Muller, U.S.; 
Chris Smith, New Jersey Congressman; 
Gary Blohm, CEREDC I2WD Director; 
(Photo by Edric Thompson, U.S. Army 
CERDEC).

continued on next page >>



We also provide independent airborne test 
platforms that will allow them to assess candidate 
capabilities in an environment free of corporate 
influence,” Maraldo said.
The new hangar, which is able to accommodate 
C-130 sized aircraft, houses the CFA’s fleet of fixed 
and rotor wing aircraft, including UH-60M Black 
Hawks, RC-12s and UV-18 Twin Otter.

With more than 100,000 square feet, it features 
fully climate-controlled high- and low-bay aircraft 
hangars, and includes an aircraft-component 
and avionics maintenance shop, administrative 
facilities, a fixed wing taxiway and a rotor wing 
landing pad.

“An aircraft by itself is a complex system 
of electronics, aerodynamic surfaces, and 
mechanical systems that all must work together. 
Integrating and testing new communications, 
EW, Cyber or SIGINT capabilities requires that 
all of those components continue to work safely 
together while not degrading the safety of the 
host platform. This new hangar will allow us to 
provide aviation integration and experimentation 
support more efficiently and safely than ever 
before,” Maraldo said. 

“The increased capabilities will enable our staff 
of engineers, integrators, fabricators and pilots to 
support all aspects of airborne experimentation 
under one roof: concept, engineering, design, 
fabrication, integration, flight testing and analysis,” 
Maraldo said. 

The hangar’s military value “was clear” when 
it was specifically requested by the Army in a 
2013 budget that was slashed by more than $1 
billion dollars, noted U.S. Representative Chris 
Smith of the N.J. Fourth Congressional District, 
who helped secure funding for the hanger in the 
Future Years Defense Plan.

“The CERDEC Flight Activity is a vital tenant 
at the base and for our local community. It is a 
prime example of a mission that has grown and 
can continue to grow as a result of a coordinated 
and concerted effort to highlight the talented 
workforce and other assets—including this new 
$50 million investment by the Army—that we have 
here,” Smith said.

“The work done in this hangar supports aviation 
research and development that is critical to 
continue advancing our C4ISR [Command, 
Control, Communications, Computers, 
Intelligence, Surveillance and Reconnaissance] 
technologies and the quick-reaction capabilities 

that ensure our men and women in the field have 
the tools necessary to successfully complete their 
mission—and return home safely,” Smith said. 
The ceremonial groundbreaking for the hangar 
took place April 11, 2014, with Rep. Smith, then 
Third Congressional District Rep. Jon Runyan, 
members of the Army Corps of Engineers and 
representatives from the Army’s research and 
development community. 

Almost three years later, the completion of the 
multi-million dollar facility is a reflection of a 
commitment between partners, said Col. David 
Caldwell, Commander of the New York District, 
U.S. Army Corps of Engineers.

“Together, we have built a facility to  
keep our military at the cutting edge, 
enabling our armed services to continue  
to successfully perform its mission. It is 
safe for workers, energy efficient and… 
[will] save the taxpayers considerable 
money,” Caldwell said. 

“[This new facility] has ensured that we 
will continue to create opportunities that 
enhance the operational readiness of our 
military and warfighter. We at USACE  
are proud to have had a hand in it,” 
Caldwell said.

 
The new hangar will also enhance critical Joint 
Base McGuire-Dix-Lakehurst missions, making the 
Joint Base a unique military asset to the United 
States Armed Forces, said U.S. Representative 
Tom MacArthur of the N.J. third Congressional 
District.

“I have long believed that a strong America is 
our best hope for a safer world. Today’s evolving 
global threats have changed the way we view our 
defense capabilities. It’s our duty to provide the 
tools our warfighters need to protect the freedom 
of American citizens. CERDEC will help provide 
this. We must keep supporting their work because 
it’s helping Soldiers execute their missions and 
come home safely,” MacArthur said.

continued on next page >>



Sitting among the varied topography of the N.J. 
Pine Barrens and coastal region, the 20-mile-
wide Joint Base is accessible to industry and 
government laboratories on the East Coast and 
offers the varied topography, radio frequency 
spectrum and restricted airspace needed for 
aerial experimentation in Communications, Signals 
Intelligence, Electronic Warfare and RADAR. 

Strategically co-located on the nation’s only tri-
service base, CERDEC’s Flight Activity and Ground 
Activity, or CGA, are leveraging these resources 
to deploy ground assets within range of aircraft 
flight tracks to help the Army explore and advance 
innovative, multi-domain capabilities.

“Our flying laboratories at the Flight Activity 
and our field laboratories at the Ground Activity 
complement each other beautifully and are an 
extension of our engineering environment back at 
Aberdeen Proving Ground. When interaction is 
necessary between ground and aerial layers, we can 
do so without relocating assets from elsewhere in 
the country,” Muller said.

“They allow us to bring together lab-based and 
field-based risk reduction, which helps us prove 
what is in the art of the possible for the Army as 
it looks to enable capabilities that support multi-
domain battle across air, land, sea and cyber,” 
Muller said.

The CFA and its new hanger are a state-of-
the-art capability for the greater DoD science 
and technology community to leverage when 
determining what does and, more importantly,  
does not work, said Gary W. Blohm, CERDEC I2WD 
director.

“As we develop and assess technologies in labs 
across CERDEC, we can also bring them into the 
Flight Activity to understand integration challenges 
early and upfront. This allows leadership to 
understand how technologies will work on the 
platform, how we can best integrate them, and how 
can we deliver them in an efficient way that will 
dominate the electromagnetic spectrum, command 
the operation and enable decisive effects,” he said. 

The need to conduct airborne electronic systems 
experiments dates back to the early days of 
aviation when Fort Monmouth conducted the first 
test of air-to-ground communications in 1918. In 
1963, that mission moved into the then 20-year- 
 
 

old Hangar 5 at Lakehurst Naval Air Station and 
remained there until now.

Generations of former Flight Activity employees 
who worked in Hangar 5 attended the ceremony 
and traded stories as they reminisced along an 
exhibit of news clips chronicling the CFA’s history.

These efforts include communications intercept and 
location, Morse Code interception, radar detection, 
Stand-Off Target Acquisition, the first glass cockpit 
Black Hawk, GPS and Foliage Penetrating Radar 
systems.

From Vietnam and the Cold War to the wars on 
drugs and terror, the CFA has played a significant 
role in pioneering airborne communications and 
sensors, Blohm noted. 

“It’s family. When you accomplish things together, 
it bonds you for a long time. For folks who were 
building this capability 60 some odd years ago to 
our current workforce, there have been so many 
people who have made this happen,” Blohm said.

With the opening of the new hangar, the CERDEC 
Flight Activity is poised to provide another several 
decades of support to the Army’s aerial C4ISR 
needs, Blohm said.

“This is a celebration of a storied past and 
a firm promise for the future of airborne 
electronics systems experimentation. If you 
look back at the history, we’ve been doing 
relevant work that’s made a difference. 
If you look at the emerging [concept of 
operations] for intelligence, surveillance 
and reconnaissance and electronic warfare, 
the Flight Activity is more relevant than 
it’s ever been. We will continue to be at the 
forefront of airborne electronics systems 
development while anticipating S&T needs 
for future conflicts,” Blohm said.



Sponsorship | March 2017
Submitted by Dave Lockhart

As we move forward and the chapter grows we want to assure our sponsors that their voices will 
continue to be heard with respect to our mission and how we add value to the APG community. 

As of December 2016 the chapter is supported by 21 sponsors:  5 Gold, 15 Silver, and 1 Bronze.

Several opportunities exist to participate in the AOC monthly lunch and learn series to I2WD and 
PEO IEW&S employees.
Interested companies should be aware that they can find all the information necessary to become a 
sponsor on the Susquehanna Chapter AOC webpage.

SPONSOR NEWS  
Raytheon
Raytheon offers the only interoperable electronic warfare planning and management tool.
Cyber and electromagnetic battle management tool fits neatly into existing EW platforms. 

FORT WAYNE, Ind., Nov. 28, 2016 /PRNewswire/ -- Raytheon Company’s (NYSE: RTN) Cyber and 
Electromagnetic Battle Management tool is the only electronic warfare planning and management 
tool to demonstrate interoperability with not only third-party software, but an entire system with 
completely different architecture. 

A recent demonstration integrated CEMBM into Raptor-X, an electronic warfare asset management 
tool used by the Marine Corps, building a foundation for information sharing across the joint 
battlespace. CEMBM extends cyber and electromagnetic spectrum awareness capabilities into 
Raytheon’s Electronic Warfare Program Management Tool, a U.S. Army program of record since 2014.
“We’ve achieved an interoperability breakthrough with CEMBM,” said Frank Pietryka, director, 
Airborne Information Operations, at Raytheon Space and Airborne Systems. “This type of 
community access to EWPMT-managed data means we can reach across services and produce a 
shared operating picture.”

CEMBM can quickly provide legacy systems with a common interface, reducing end-user training 
and support. Raptor-X-managed sensor data can be used with EWPMT situational awareness and 
geospatial information management capabilities. 

CEMBM’s open architecture allows for the rapid deployment of new EW and cyber techniques 
to manage temporal, geospatial and data-driven events. It can employ streaming data to trigger 
response, execute jobs, enhance resources and manage data.  

“CEMBM offers a near-real-time ability to respond to threats automatically or with a person on the 
loop,” said Pietryka. “This ability to choose how to respond accommodates complexity in planned 
execution for deliberate and dynamic targets during the mission.”

CEMBM, already at Technology Readiness Level-7, is building on its 2016 participation in military 
exercises as it is further developed for future exercises, a risk-reduction and technology maturation 
effort for EWPMT and a variety of customer applications. Raytheon will add new capabilities drawn 
from industry, including small businesses, academia and government research laboratories in future 
iterations. 

continued on next page >>
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General Atomics

GA-ASI Conducts First Flight of Avenger Extended Range.
Avenger Continues to Grow in Endurance and Capability.

SAN DIEGO – 10 November 2016 – General Atomics Aeronautical Systems, Inc. (GA ASI), a leading 
manufacturer of Remotely Piloted Aircraft (RPA) systems, radars, and electro-optic and related 
mission systems solutions, today announced the successful first flight of its new Avenger® Extended 
Range (ER) aircraft, an extended range version of its multi-mission jet-powered Predator® C Avenger 
which has accumulated over 13,000 flight hours to date. The flight occurred on October 27th at the 
company’s Gray Butte Flight Operations Facility in Palmdale, Calif.

“The first flight of Avenger ER is a significant achievement in the evolution of Predator C’s proven 
performance and multi-mission capability,” said Linden Blue, CEO, GA-ASI. “The increased endurance 
and high payload capacity will deliver tremendous capability to our customers, who need persistent 
situational awareness and strike mission affordability.”

With an increased wingspan of 76 feet and 2,200 pounds of additional fuel, Avenger ER extends 
the legacy Avenger’s already impressive endurance from 15 hours to 20 hours. The RPA provides an 
optimal balance of long loiter Intelligence, Surveillance, and Reconnaissance (ISR) and precision-strike 
capability, supporting a wide array of sensors and weapons payloads to perform ISR and ground 
support missions. Like the legacy Avenger, Avenger ER features avionics based upon the combat-
proven Predator B/MQ-9 Reaper®, has a 44-foot long fuselage, 3,000-pound payload bay, and is 
capable of flying at over 400 KTAS. Avenger ER, along with its predecessor, is designed to carry 
payloads such as the all-weather GA-ASI Lynx® Multi-mode Radar, the MS-177 Electro-optical/Infrared 
(EO/IR) sensor, and the 2,000-pound Joint Direct Attack Munition (JDAM).

GA-ASI developed Avenger on Internal Research and Development (IRAD) funds with the intent of 
making a RPA that has a quick-response, armed reconnaissance capability. First flown in April 2009, 
the aircraft’s fuselage was extended by four feet in 2012 to accommodate larger payloads and fuel. 
Avenger received a FAA-issued Experimental Certificate (EC) in 2016, enabling it to operate in the 
U.S. National Airspace System (NAS).’

Ace Electronics Defense Systems

Ace Electronics Defense Systems, LLC Awarded Contract in Support of Producing Tactical 
Tomahawk Weapons Control Systems

Ace Electronics Defense Systems LLC, Aberdeen Proving Ground, Maryland, is being awarded 
a $8,744,704 firm-fixed-price, indefinite-delivery/indefinite-quantity contract to provide various 
supply materials in support of producing Tactical Tomahawk Weapons Control Systems suites of 
equipment for installation in new ships and retrofit into existing ships. Work will be performed in 
Aberdeen Proving Ground, Maryland, and is expected to be completed by February 2019. Fiscal 
2015 shipbuilding and conversion (Navy) funding in the amount of $373,177 will be obligated at time 
of award and will not expire at the end of the current fiscal year. This contract was competitively 
procured via the Federal Business Opportunities website. The Naval Surface Warfare Center, Port 
Hueneme, California, is the contracting activity (N63394-16-D-0002).
If you’d like more information please contact
John Wright jwright@aceelectronics.com



DHPC Technologies

DHPC Awarded Contract to Support PEO IEW&S

DHPC Technologies, Inc., a small business with long-standing support to the U.S. Army C4ISR 
community has been awarded a competitive small business set-aside contract to support the Army’s 
Program Executive Office for Intelligence, Electronic Warfare and Sensors (PEO IEW&S) and its six 
subordinate Program Management (PM) offices under its Better Buying Support Services (B2S2) 
multiple award IDIQ contract vehicle.  The B2S2 vehicle will provide SETA type services to the PEO 
and its PMs.

“Having won this small business set aside competing against many other small businesses is a 
testament to the years of effort and commitment to providing leading-edge SETA services support to 
the Army C4ISR family, we fully expect to be successful providing SETA services to the PMs under 
the PEO umbrella,” said Joseph Aletta, President and CEO.

Rutgers University Army ROTC Cadets
earn the 2016 AOC Scholarship Award
From our sister chapter, AOC Garden State Chapter 

New Brunswick, New Jersey -  Rutgers Army ROTC is 
honored to announce that five Military Science Cadets 
were nominated and selected to receive the Garden 
State Association of Old Crows (AOC) 2016 scholarships.  
The five Cadets were selected ahead of over 100 highly 
qualified and disciplined other cadets to receive this 
scholarship.  This year each of the five selected Cadets 
will receive a $2000.00 academic scholarship.  The 
selected Cadets have goals to serve the Nation as United 
States Army Officers in various branches.

Cadet Mellody
Cadet McCraw
Cadet Morris
Cadet Onoshko
Cadet Kim



THANK YOU 
TO OUR CHAPTER SPONSORS!
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The Aberdeen Proving Ground Susquehanna 
Chapter of AOC has long been tied to the APG, 
formerly Fort Monmouth, community.  Since 
BRAC in 2005, and the subsequent move to APG, 
the AOC is in the process of establishing the 
Susquehanna chapter along with plans for support 
to APG and the local community to facilitate 
networking between government and industry 
officials in the intelligence, electronic warfare and 
cyber disciplines and provide much needed support 
to educational/scholarship and STEM activities. 

The Chapter will hold luncheons of interest to its 
members, support STEM related activities, provide 
scholarship opportunities to deserving students, 
and technical competitions to increase awareness of 
new and innovative technologies in the intelligence, 
electronic warfare and cyber domain.  

To continue the efforts outlined above, we need 
your support for without your participation we will 
not be able to continue to provide the networking, 
scholarships, and community outreach that we 
provide today.  

With this thought in mind, we have created a 
Sponsorship Program designed to fit most any 
company or individual, in an effort to provide the 
funding needed to support the Chapter’s overall 
community outreach program. Each level provides 
the following benefits:

Each Sponsorship Tier provides  
the following benefits:
• Up to five seats at Chapter luncheons
•  Announcement of your Sponsorship through  

our various media platforms
• Recognition at chapter events throughout the year.
•  Special Logo recognition on our Aberdeen Proving 

Ground Susquehanna Chapter website.
•  Your support listed on dozens of Chapter event 

email which are broadcast to the entire  
APG AOC membership database each year.

SPONSORSHIP OPTIONS
GOLD - $1,000, provides 5 seats as outlined above
SILVER - $500, provides 2 seats as outlined above
BRONZE - $250, provides 1 seat as outlined above 
& is for companies with 10 or fewer employees.

To register on-line and pay via PayPal:  
http://www.crows.org/chapters/apg-susquehanna-roost-sponsors.html.

To register off-line, mail the registration  
form below with check enclosed. 

2016-2017 
OFFICERS
Michael Ryan
PRESIDENT

Mark Nolletti
VICE PRESIDENT

Mike Bowen
TREASURER

Fran Orzech
SECRETARY

Envision
Innovative Solutions

BECOME AN AOC SUSQUEHANNA SPONSOR



Check here if you would like to be a part of the Information Operations Institute (IOI):  The IO Institute is a 
department of the Association of Old Crows chartered by the AOC Board of Directors to give members of 
the IO community an opportunity to exchange ideas and keep informed about current and discrete devel-
opments in the field of Information Operations.

EMPLOYER TYPE PRINCIPLE JOB FUNCTION PRODUCT/SERVICE/APPLICATION
Army    Management Corp   EW/C2W   Space Applications
Navy    Management General  Avionics    Radar
Coast Guard   Engineering R&D        Intelligence Directed Energy
Marines   Operations    C3 IO
Air Force   Marketing  Computers Other
DoD Civilian   Data Processing   Electronics
Government Non-DoD   Procurement    Electro-Optics
Industry    Production    Communications
Education   Engineering Support   Test/Diag
Other Training   Logistics

Testing Consultant
Other Components

1 Year–$45 3 Years–$115 LIFE–$500 STUDENT–$15 RETIRED–$15

AOC Educational Foundation Donation $

Payment (US dollars only) Check One:      Check enclosed          Visa MasterCard         American Express

Credit Card Number Expiration Date

Signature Date

Recruited by

Association of Old Crows
1000 North Payne Street, Suite 200 | Alexandria, VA 22314 | Phone: 703-549-1600 | Fax: 703-549-2589

www.crows.org

FIRST  MI  LAST  RANK/TITLE

MAILING ADDRESS

CITY  STATE  ZIP CODE  COUNTRY

TELEPHONE  FAX (OPTIONAL)

EMAIL

PAYMENT INFORMATION (Make checks payable to: Association of Old Crows)



1010001110001110100011
11000110001111000101000
11010001110001100011001010

16-19 OCTOBER 2017 • ABERDEEN PROVING GROUND, MD

FO R MO R E IN FO AN D TO R EG ISTE R ,  VISIT  WWW.CROWS.ORG

CALL FOR PAPERS COMING THIS MAY!

CEMA 2017
The Multi-Domain Battle: A Combined Arms Approach  

to Enabling Maneuver through CEMA Operations


